














are placing the responsibility of determining who
qualifies as a media service provider on VLOPs —
yet VLOPs are not equipped to apply the criteria
currently outlined in article 17 across 27 different
Member States. We are worried that it will become
much harder for platforms to fight against e.g.
harmful disinformation if bad actors will be grant-
ed a special privilege so that platforms cannot stop
their harmful content from spreading. As the war
in Ukraine has shown, it is important that platforms
are ready and agile to respond to new and emerg-
ing threats. The EMFA must not be a step back in
the fight against misinformation/disinformation
and it must be compatible with and acknowledge
the frameworks already in place in existing EU laws,
notably the Digital Services Act, the EU Code of
Practice on Disinformation, Audiovisual Media Ser-
vices Directive, the Digital Markets Act - all which
have been recently adopted or implemented. It’s
important to remember that actions taken by plat-
forms under their community guidelines or terms
of services are not left unchecked. The Digital Ser-
vices Act requires providers of online platforms to
provide internal complaint-handling systems (Arti-
cle 20) and out-of-court dispute settlement (Article
21) for those who disagree with them (including
MSPs). So there are already sufficient safeguards
for MSPs when VLOPs moderate their content. We
urge Estonia to push for improvements that ensure
full harmonization with the DSA.

Ultimately, legislators need to improve the text by:

e Narrowing the definition of media service
providers in Article 2.

e |Introducing some form of verification of an
MSP declaration e.g by regulators, civil soci-
ety or third parties.

e |Introducing a vetting mechanism for a list of
bodies that are certified as co- or self-regu-
latory bodies.

e |Introducing some form of penalties for mis-
use. This could be along the lines of what
was agreed under the DSA, whereby Trusted

Flagger status can be revoked if it is abused.

8. DATA ACT

The Data Act will introduce requirements on cloud
portability and data sharing. The Data Act aims to
“ensure fairness in the allocation of economic val-
ue among actors of the data economy”. While we
support the objective of the proposal, we are con-
cerned that certain obligations such as mandato-
ry B2G data sharing or to share data that contains
trade secrets or is protected by intellectual proper-
ty rights might have unintended consequences for
the loT industry. Also, the alignment between the
Data Act and GDPR still raises problems and might
have serious concerns around users’ privacy and
security.

We are concerned to see that the Parliament and
the Council expanded the scope of the definition of
“product” in a disproportionate manner compared
to the objectives of the Data Act. The texts moved
from focusing on loT and industrial devices to es-
sentially pulling in scope all kinds of products on
the basis that they can connect to the Internet. This
is disproportionate to the objective of the Data Act.
The Data Act should not apply to products which
are primarily designed to create, display, play, re-
cord or transmit content; and not prone to produce
data that is relevant in an industrial or 1oT context;
regardless of whether those products may also be
able to obtain, generate or collect some loT data
concerning their use or environment.

We are also concerned to see that Article 5(2) of
the proposal — which prohibits undertakings desig-
nated as gatekeepers under the Digital Markets Act
(DMA) from being data recipients — has not been
properly addressed. If the main objective of this
proposalis toincrease user choice and competitive-
ness, excluding certain companies from the outset
limits the potential consumer benefit and reduces
the incentive for those companies to build tools
to facilitate portability. Further, the restriction for
DMA gatekeepers is overly broad as it will prevent
gatekeepers from obtaining data for the provision
of services that might not reach the thresholds to
be designated as “core platform services” under
the DMA. While we continue to believe the restric-
tion for DMA gatekeepers must be removed com-
pletely from the Data Act, we expect it would be at
least aligned to the DMA and be exclusively scoped
around the services offered by gatekeepers which
will be designated as core platform services under
the DMA. The EU agency BEREC was also critical of
this prohibition in its opinion on the Data Act.



While we support the Commission’s goal to en-
hance the multi-cloud industry in Europe, we think
that certain provisions such as the definition of
“functional equivalence” and switching deadlines
should be clarified in the cloud switching chapter.
The prohibition on charging fees for switching cost,
(and even data transfer for multi-cloud use in the
Council proposal) is disproportionate. We wel-
come the Parliament’s position on cloud switching
and hope that the policymakers will be able to find
a workable solution in trilogues. Finally, on inter-
national non-personal data transfers (Article 27)
we welcome the clarification made by the Coun-
cil that Article 27 relates to international gov-
ernmental access and transfers of non-personal
data. However, there is still a substantial amount
of legal uncertainty in Article 27 that has to be yet
addressed. Especially, how it aligns with GDPR and
the transfers regime on personal data. Where a
cloud provider’s systems store personal data, any
existing adequacy findings, Standard Contractual
Clauses (SCCs) and corresponding Transfer Impact
Assessments (TIAs) under GDPR should be suffi-
cient without duplication of obligations under the
Data Act.

We encourage Estonia to closely follow these key
issues during the trialogue negotiations on the
Data Act.

9. EU Cloud Security Services

The EU Cloud Services Certification for Cyberse-
curity (“EUCS”) has the potential to drive a step-
change in baseline European enterprise and public
sector cybersecurity for cloud deployments par-
ticularly in light of the increased risks posed to
European security in 2022. However, the inclusion
within the scheme of provisions related to data
and operational sovereignty would fundamental-
ly depart from established international cyberse-
curity standards and present a serious barrier to
widespread adoption. Security operational best
practice and resilience will suffer as cloud custom-
ers will lose their ability to implement global secu-
rity mitigations, benefit from threat telemetry data
gathered from other regions and move data from
compromised regions to secure storage centers as
attacks unfold.

It best serves European cybersecurity interests
to progress with a narrowly focused, technical
scheme (ie. removal of the sovereignty controls)
rapidly. Political dialogue about digital sovereign-
ty should be separated from the EUCS debate and
ultimately resolved in a way that allows national
states to determine whether specific controls are
necessary - and whether the trade-offs those con-
trols may pose for security and cloud-led innova-
tion are acceptable to meet their national digital
sovereignty needs.

10. International tax reform

The OECD is negotiating a global tax reform with
the aim to reallocate taxing rights targeted at the
world’s largest companies (Pillar 1) and new stand-
ards around global minimum taxation (Pillar 2). We
are supportive of the OECD process, and we are
hopeful that Estonia will continue to support a ro-
bust, multilateral framework that doesn’t discrim-
inate against products and services, and we hope
that harmful targeted taxes such as Digital Services
Taxes (DSTs) will no longer be considered at nation-
al or European levels. DSTs are problematic in that
they narrowly target certain activities and compa-
nies and are designed to operate outside the prin-
cipled framework of business taxation. They create
concerns around tax and legal certainty and the
legitimacy of an international tax system that has
been built around multilateral coordination. This
is the system that underpins all global trade and
cross-border investment and the reason why it’s
important that Estonia supports the OECD frame-
work.



AMCHAM DIGITAL SOCIETY COMMITTEE (DSC)

Purpose of the Committee:

DSC is investigating how digitalization has an effect on individual preferences, social values, corporate
goals and public policy-making. Our aim is to raise awareness among companies and Estonian public in
general by introducing best practices in managing and benefitting from technological innovation. We do so
by arranging thematic workshops and speaker events with local and foreign professionals.

DSC focuses on the following topics:

e R&D and Intellectual Property

e Digital Single Market

® 5G

e Data protection and international transfers
o Al

® E-Commerce

e Cyber Security and Online Safety



